EXAMPLE OPSEC SELF-INSPECTION CHECKLIST

1. Has a command or staff OPSEC officer been appointed in writing?

a. Is the appointee from the command Plans or Operations department? With PRD greater then 6 months or relief identified under training?

b. Are visual aids identifying the OPSEC officer and department representatives prominently displayed throughout the command?

c. Are the command or staff agency OPSEC officer and department representatives aware of their responsibilities?

d. Does the OPSEC officer attend and address OPSEC matters at command security awareness and education meetings?

e. Has the command OPSEC officer attended or requested to attend the FCTCLANT/PAC OPSEC course or IOSS Program Managers’ Course?

2. Has the OPSEC officer established a continuity folder?

a. Are current editions of all instructions, pamphlets, and directives (DOD 5205.2, JCS Pub 3-54, OPNAVINST 3432.1, OPNAVINST 3430.26) being maintained in support of the OPSEC program?

b. Does the command have local directives which define command OPSEC program requirements, responsibilities, and procedures?

3. Does the commander actively advocate, support, and implement OPSEC options in support of the operational mission and exercises?

a. Has the Commanding Officer signed an OPSEC policy letter supporting the program?

b. Is the command Critical Information (CI) reviewed and approved by the Commanding Officer?

c. Is the command Critical Information displayed near unclass communication systems?

4. Does the command OPSEC program promote active participation and involvement of all personnel?

a. Are OPSEC posters prominently displayed throughout the command?

b. Are all avenues of media being utilized to promote OPSEC? (internal LAN, site TV, POD, ect….)

c. Are OPSEC education materials reaching all command members?

d. Is the command CI list tailored to each functional activity?

(1) Is the CI list specific, realistic, and current?

(2) Are command or functional area CI lists easily accessible to command members?

(3) Are command members familiar with command or functional area CI?

(4) Is the CI list unclassified to allow for maximum dissemination?

5. Does the command OPSEC program include provisions for reviewing plans, operations orders (OPORD), and exercise scenarios?

a. Is current (less then 12 months) potential adversary threat data maintained and considered in plans and exercises? 

b. Do command instructions, plans, doctrine or OPORDS, contain, as a minimum, the purpose and current definition of OPSEC, OPSEC Threat, and CI?

6. Are the interrelationships of OPSEC, communications security (COMSEC), computer security (COMPUSEC), physical security, and information security programs clearly understood by the OPSEC officer?

7. Has the command OPSEC officer coordinated with other command security managers (e.g., COM-SEC, Information Security, COMPUSEC), to incorporate OPSEC concepts and lessons learned into security training sessions? As well as command Supply and PAO?

8. Has the command OPSEC officer established and maintained liaison with the staff or higher headquarters OPSEC Program Manager?

9. Is OPSEC training related to the command mission, tailored to individual duties and responsibilities, and presented to newly assigned personnel within 30 days after arrival for duty?

10. Does command OPSEC training contain the following:

a. The OPSEC methodology?

b. Duty related mission critical information and OPSEC indicators?

c. Foreign intelligence threat to the unit mission?

d. Individual responsibilities?

e. OPSEC and its relationship to IW/C2W?

11. Has the OPSEC officer reviewed command OPSEC plan/instruction annually, and if required submitted an annual OPSEC Status Report to their respective staff?

12. Has an OPSEC survey or appraisal been conducted? (min once every 2 years)

a. If yes:

(1) When?

(2) Are the results easily accessible?

(3) Have results been addressed through unit awareness programs?

(4) Has unit mission or CI changed significantly to warrant a new survey?

b. If no, has one been scheduled or requested?

13. Have actions been taken to act on recommendations or to correct weaknesses and deficiencies noted in the OPSEC survey?

14. Are all OPSEC recurring publications (e.g., the OPSEC update, COMSEC quarterly analyses, etc.) reviewed for OPSEC lessons learned?

15. Do official and unofficial feedback publications such as command newsletters and web sites contain sensitive or classified information? If so, are they protected?

Who reviews them for OPSEC compliance? 

16. Has a WEB Risk Assessment been conducted on commands WEB site? if yes when?

17. Do indexes for directives and operating instructions reveal sensitive operations or functions?

18. Do unclassified computer products disclose sensitive mission activity?

19. Is the OPSEC officer on distribution for telecommunications monitoring(JCMA) reports involving their command?

20. Does the OPSEC officer meet with the Command Ombudsman to provide training to the family?  Has family training been incorporated with pre-deployment briefs?
